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PREREQUISITES

This Whitepaper is written assuming that you have a good understanding of what The Business

Data Catalog is, and you have a good general understanding of SharePoint 2007. If you are new to

OEA " OOET AOO $AOA #AOAIT T ch OEAT bDérhicoidavaldoe OEA O0)
for free download from http://www.lightningtools.com _prior to reading this whitepaper.

INTRODUCTION
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Credential Mapping so that you are not prompted again for your username and password when

accessing data from a backend system. Meaning that, if you have already logged onto SharePoint,

and you are a member of a domain group, your credgals will be mapped to a user account that
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your credentials.

Where BDC is concerned that hurdle can be overcome in other ways as well as using SSO. BDC can
usedifferent Authentication Mechanisms such as Passthrough or RevertToSelf. If using

RevertToSelf you are asking the Application Pool ID to access the database for you, so that each
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the O O Adb=Odntials are passed through to the database and the user will require a login account
and permissions to the database.

Typically in a real world SharePoint environment your SQL/Oracle databageka Line of Business
Data) will reside on a remote server to the SharePoint Web Front End Server (WFB)hen we
describe Line of Business data (LOB) ware referring to: Microsoft Navision, Microsoft Great Plains,
Oracle Financials, or any type of database that stores Businekga such as Customers, Suppliers,
Orders etc..

If your LOB database is remote, and you also happen to be using NetwbAN Manager (NTLM) as

an Authentication mechanism for Integrated Security you will suffer from what is known as the

Double Hop Issue. £ UT O EAOAT 80 AT i A A AMwWYu vilEdsodhifwAl A ET b
try accessing remote data from SharePoint whilst using NTLM. NTLM can only make one hop. One

hop is from Internet Explorer (IE) to Internet Information Services (11S). Unfoninately credentials

need to be passed from IE to IIS to your database server (Two Hop$SO is able to connect to the

data source as a user specified in the SSO Application Definition and temporarily logs in as that

user, meaning only one hop is requiredo access the data source.

The Double Hop issue is just one reason to use SSO. Another reason is that you want to make use of
your Active Directory (AD) groups when accessing data. This means that you can provide access to

the data from a domaingroup®AE A O OAIOIAARIOCBAT S \AAT ABEET DARAOGSE O
database using a specific account.

Of course the Credential Mapping is stiltery usefulas) AT 180 1T AAA A 11T CET AAAT O
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always connect to the database as DomainNam&dministrator or another account that has Read

permissions to the database.

In this WhitePaper we are going to learn how to configure SSO, as well as discussing best prastice
and reasons for using SSO. We will then learn how to configure your Application Definition File for
BDC so that it takes advantage of SSO when connecting to your remote database.

The setup used towrite this White Paper is:

1 Microsoft Vista UltimateHost Operating System
0 Microsoft Virtual PC 2007
1 Microsoft Windows Server 2003 Service Pack 2 Stand Alone
0 Microsoft SQLEnterprise Edition 2005
ASP.NET
I1IS 6.0
Microsoft Office SharePoint Server 2007 Enterprise Edition
Adventure Works Database
Microsoft Office Ultimate 2007
Microsoft Visual Studio 2005 Professional Edition
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o Oracle 10g

CONFIGURING SO

Configuring SSO is probably the most straight forard part of using SSO with BDC and is configured
in five easy steps:

1. Firstly you need to ensurethat the Microsoft Single SigrOn Service is running on every
WFE. If you intend to use BDC Searching, you will@iseed to make sure that the Microsoft
Single Sign on Service is running on the index servas well. You can learn how to
configure BDC search from myréicle listed in the December 2007 issue oBharePoint
Beagle

2. Secondly, we can navigate to SharePoint Central Administration where the rest of the
configuration of SSO will take place. We will need twnfigure the Settings for SSO which
includes specifyingthe Single SigrOn Administrative Account, The Enterprise Application
Definition Administrative Account and theTimeout settings for Single Sign on tickets.

3. Create your Encryption key that will be used to emgpt the credentials that are stored in
the SSO database. Make sure the Encryption key is backed up.

4. Create an Application Definition. This is not the same as an Application Definition File for
BDC. Application Definition in SSO refers to the Back EndtBbase that you will be
connecting to.

5. Configure the Credential Mapping for the Enterprise ApplicatioDefinition.

STARTING THESNGLESGNON SERVICE

1. On each SharePoint Web Front End Server, Index Server, or Excel Services Server choose
Start, Administr ative Tools, Services.
2. Right click onMicrosoft Single Sign On Service, and choosegroperties
Under the General Tab, in the Startup Type field, change the start up type tdAutomatic
4. Click theLog Ontab, and change the account to be:
a. A Domain User Accoun(Not Group)
b. A MOSS Farm Account
c. A Member of the Local Administrators group on the Encryption Key Server
d. Must have DB_Creator & Security Administrators roles on the SQL Server for
SharePoint
e. Must be the Single Sign On Administrative Account or a member b6etSSO Admin
Group. (See next section of this whitepaper on how to configure the SSO Admin
account).
5. ClickOK.
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Services (Local)

Microsoft Single Sign-on Service Marne  ~ Microsoft Single Sign-on Service Properties (Lot
%File Replication Service

Stop the service 8 Help and Support General LoaOn I Recaoverny | O i
Restart the service %HTTP L Setto a Domain
Log on as:
8 Human Interface Device Access & Account

Description: %IIS Admin Service " Local System account
Provides single sign-on services for line ] ; . . 1

IMART CD-E COM S
of business applications. %I A Ufljlng SrYICe I™ | Aoy service to interact with OESRIoH

ndexing Service

TRAIMSEYDAVE “Administrator

Browse. .. |

%InstallDriver Table Manager
%Intersite Messaging

%IPSEC Servies Password: Iooooooooooooooo
Microsoft Single %K.erbems Coanfirn passwaord: I...............
. : “ucenszlof  Make sure
Slgn Onis %Logical Di si le Si -
Sta rted %Logical Dii |ng e |g non -|5 “fou can enable or dizable thiz service for the hardware prafiles listed below:
%Messenge set to Automatic Hardware Profile | Service |
8 Microsaft Prafile 1 Enabled
%Microsoft POP3 Service
% Microsoft Single Sign-odh Service
%Microsoft Saftware Shadow Copy Provider
% Met Logon
%Net.Tcp Port Sharing Service
8 NetMeeting Remote Desktap Sharing Enable | Dizable |
% Metwork Connections
S8 Wetwork DDE

8 Network DDE DSDM 0K |  Cancel | Lol |

%Network Location Awareness (MLAY
%Network Provisioning Service Manages %... Manual Local Syskem

MANAGE THEETTINGS FORINGLESGNON

1. Navigate toSharePoint Central Administration by choosingStart, Administrative Tools,
SharePoint 3.0 Central Administration
2. Click theOperations Tab
3. Inthe Security Configuration Section Clic®- AT ACA 3 AOOEI cO &£ O 3EICI A



Central Administration

% Central Administration

Home Application Management

Welcome TRAINSBYDAY,

Operations

Server Farm

Not Complete
See administrator task list Topology and Services

for more information )
a Servers in farm

View All Site Content B Services on server
Central 8 Qutgoing e-mail settings
Sl i 8 Incoming e-mail settings
D @F=Elime 8 Approve reject distribution groups
» Application

Management Security ration
Shared Services .
Administration 8 Service accounts
= S5P01 8 Information Rights Managemen

2 Antivirus

12/ Recydle Bin 8 Blocked file types

8 Update farm administrator's groj
8 Information management palicy co

8 Manage settings for single sign-on

Logging and Reporting

4. ClickManage Server Settings from the Server Settings section

Central Administration = Operations

. This page contains links to pages that help you manage your server or server farm, such as chanaing the server farm
¥ Configuration { running on each server, and changing settings that affect multiple servers or applications.

Settings f

Global Configuration

a Timer job status

a Timer job definitions

a Master site directory settings
8 Site directory links scan

a8 Alternate access mappings

8 Juiesce farm

a Manage farm features

8 Solution management

Backup and Restore

& Perform a backup

8 Backup and restore history

8 Restore from backup

8 Backup and restore job status

Data Configuration



Central Administration

% Central Administration

Home | Dperations

Server Farm
¥ cConfiguration ¢
Not Complete

See administrator task list
for more information
View All Site Content

Central
Administration

= Operations

= Application
Management

Shared Services
Administration

= 55P01

5] Recycle Bin

Application Management

Welcome TRAT!

Central Administration = Operations > Manage Single Sign-0On

Manage Settings for Single Sign-On for MOSS01

Use this page to manage single sign-on settings and enterprise application definitions.

Server Settings
j lUse these links to manage settings for single sign-on.
|

E Manage server settings
E Manage encryption key

Enterprise Application Definition Settings
—=r IUze these links to manage settings for enterprise application definitions.

Ky

E Manage settings for enterprise application definitions
E Manage account information for enterprizse application definitions

5. Set theSingle Sign-On Administrative Account which will be able to create, Edit, and
delete Application Definitions for SSO. This account must be an Individual Domain User or a
Global Domain Group Account. It must also be the same as the Configuration Account if you
have specified a User Accountraf you specify a Global Group then it must be the same
group that contains the Configuration Account. Set this in the format:

DomainNama AccountName.

6. Set theEnterprise Application Definition Administrator Account . The User/Group here
will be able to mnfigure the Credential Mapping for each Application Definition. Configure
this in the format DomainNamé AccountName.

7. SettheSQL Server Database nameincluding the instance name if one exists e.g.
MOSSO010fficeServer or MOSS01

8. Set or leave theTicket Time Out. (SSO issues a ticket when a request is made by an
authorized user. The ticket includes the encrypted username and password of the
authenticated user and the timeout. The timeout is set to 2 minutes by default which is

recommended.)

9. Finally set theNumber of days to keep Audit records for. The default is 10 days.



Single Sign-0n Administrator Account Account name: *

In the Account name box, type the name of the group or user account that can set up and TRAINSEYDAVE\Administrator
manage the single sign-on service. This account must be a member of the same domain to which Example: DOMAIN\group name or DOMAIN\user name
the single sign-on service account belongs.

Learn about managing Single Sign-0n

Enterprise Application Definition Administrator Account Account name: *

In the Account name box, type the name of the group or user account that can set up and TRAINSEYDAVE\Administrator
manage enterprise application definitions. This account must be a member of the same domain to Example: DOMAIN\group name or DOMAIN\user name
which the single sign-on service account belongs.

Database Settings Server name: *
In the Server name box, type the name of the database server that stores the settings and |MDSSU 1
account information for single sign-on. Examples: computer name or computer name'\SQL Server instance

In the Database name box, type the name of the single sign-on database. Database name: *

|ss0
Time Qut Settings Ticket time out {in minutes): *
In the Ticket time out box, type the number of minutes to wait before allowing a ticket to time |2
out, Example: 2

In the Delete audit log records older than box, type the number of days to hold records in

the audit log before deleting, Delete audit log records older than (in days): *

|10
Example: 10

MANAGE THEENCRYPTIONKEY

You can only have one Encryption Key Server where the Encryption key is generated. This Server is
the one where yau first enabled the Single SigtOn Servicem step 1. The Encryption key is used to
encrypt the credentials stored in the SSO database for each user. Make sure that you have a backup
of the Encryption key, and recreate it periodically. The recommended period is 90 days.

1. From the Manage Single Sigh-On page clickManage Encryption Key

2. ClickCreate Encryption Key.

3. Ensure that the Check Box is selected Re-encrypt all credentials using the new
encryption key.

4. Optionally Backup the Encryption Key.



Central Administration > Operations > Manage Single Sign-0On > Manage Encryption Key

Manage Encryption Key

Use this page to create, back up, or restore the encryption key, Itis recommended that you back up the encryption key after you create it

Encryption Key Creation Create Encryption Key
Generate a new encryption key.

Learn about managing encryption key

Encryption Key Backup Drive:
Select the letter of the removable disk drive, and then dick Back Up. IA
Caution: The encryption key is necessary to ensure access to passwords stored in the Single Sign Back Up

On database after the database is restored. The encryption key could be used to gain access to all
credentials stored within the Single Sian On Service, If the credentials were available to untrusted

users, they could be used to gain unauthorized access to computer resources, The encryption key

should be saved onto a removable storage device, and stored in a secure location,

Encryption Key Restore Drive:
Select the letter of the removable disk drive that contains the disk that contains the backup, and |,q
then dick Restore. Restore

CREATING ANAPPLICATIONDEFINITION

Each Database gu want to set SSO up for is referred to as an Application Definition. The
Application Definition is the mapping of credentials for each user or group that is able to
authenticate with the database. To configure the Application Definition:

1. From the Manage Single SignOn pagechooseManage Settings for Enterprise
Application Definitions from the Enterprise Application Definition Settings section.

2. ChooseNew Item to create a new Application Definition

3. Type aDisplay Name for the Application Definition e.g.Adventure Works. This will display
in the places such as the Data Form web Part.

4. Type theApplication Name e.g. AdventureWorks. This is what you will use to connect to
the Data Source using your BDC Application Definition File (ADF) or also in the Datark
Web Part Properties.

5. Type acontact email address z usually the SSO Administrator.

6. TheAccount Type field depends on the results that you require.You can select from
Group, Individual , or Group Using Restricted Account.



Account type Account type:

Select Group to connect to the enterprise application with the same account ol Group
for all users. Select Individual to connect to the enterprise application with a  Individual
different account for each user. Select Group using restricted account to nelhvidu=
connect to the enterprise application with a single privileged account for all i Group using restricted account
users, Only server components that perform additional security policy

enforcement after the data is retrieved may use a restricted account,

a. Group z Select Group if you want a Domain Group to access the database using a
particular account. E.g. If you want your Sales department to access the database as
one user then choose this option. You will then be able to map the credentials for
that group such as: DOMAINNAMESales-> DOMAINNAMESalesUser. The Sales
User will have the permissions on the database tables that are required by sales
people. E.g. The DOMAINNAMSEales group may have Read Permissions on the
Customers, Orders, Order Details tabldsut no permissions on the Suppliers table.

b. Individual z Select individual if you want to map the credentials for a User Account
to another user Account.For example: DOMAINNAMEBrett ->
DOMAINNAMEAdministrator. When using the Data Form Web Parif the user
AT AGT1 80 EAOA OO01T OAA AOAAAT OEAI O xEAT OOUET C
prompted the first time, and then Credentials will be stored for them so that they
are not prompted again.

c. Group using restricted account z Choose this option if you areyoing to use a
group such as DOMAINNAMBomain Users so that all users will be able to access
the database via SSO. The group name will still access the database with a specific
user account This option uses a different API to the other two options taccess the
database. It is worth noting that SharePoint Designer and Excel Services do not
support this option. Use this option when using BDC that applies further trimming
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7. Set theAuthentication Type depending on your SQL Server Authentication. If you are
using Mixed Mode in SQL then you will need to have the Authentication Type check box
cleared. If you are using Windows Authentication, then this option will need to be ebked.
The Same Applies to Oracle, check this if you are using Windows Authentication on your
Oracle Server. Note that the Account that accesses the database will be authenticated using
Windows Authentication, and not the User that is logged into Shareo.

8. Logon Account Information z provides you with the ability to setup all the required
information to access the data source. E.g. If accessing a SQL Server, you may only need to
prompt for: Username & Password. So you can proceed with the default setfs for Field 1
& Field 2. However, you may also want t o prompt for additional information especially if
you have created your own Web Part that requires information to access the data source.
E.g. If you are using Oracle you may set Field 1 to OracketUName, Field 2 to Oracle
Password, and Field 3 to Oracle Database Name. If you are using a Group account rather
than an individual account, then you can set the credentials using the next step: Manage



Account Information for Enterprise Application Defnitions. This has to be performed by a

SSO Administrator.
9. ClickOk

Application and Contact Information
In the Display Name box, type the name that appears to users,

In the Application Name box, type the name that will be used when creating
Office data connections, or that developers will use to access the application
definition.

Type an e-mail address that users can contact for this application.

Account type

Select Group to connect to the enterprise application with the same account
for all users. Select Individual to connect to the enterprise application with a
different account for each user, Select Group using restricted account to
connect to the enterprise application with a single privileged account for all
users, Only server components that perform additional security policy
enforcement after the data is retrieved may use a restricted account.

Authentication type

Select the check box to reguire that dient components use Windows
authentication when connecting to the enterprise application.

Logon Account Information

Display name: *

|Adventureworks
Application name: *

|Lc|-.-5|“tu reWorks
Contact e-mail address: *

|a@b.com

Account type:
= Group
% Individual

& Group using restricted account

= Windows authentication

Field 1: Display Name *

Select one or more fields to map to the required logon information for this IUsername
enterprise application. If necessary, see the documentation provided with the  pask.
enterprise application to identify the required information and its appropriate
arder. " yes % Ng
Field 2: Display Mame
Type & display name for each field. The display names will appear in the logon 2y
form far this enterprise application. IPaSSWDrd
Mask:
Clicking Yes for Mask wil hide the text typed by the user. This helps ensure =5
that sensitive information such as a password is not displayed. % ves ' o
Field 3 Disolay Mame

MANAGEACCOUNTNFORMATION FORN ENTERPRISE
APPLICATIONDEFINITION

You perform this next gep if you are using one of the two Group options. You can also configure
individual credential mapping using this option alternatively users can be prompted for credentials
when usingthe Data Form Web Part instead of BDC. Since we are using BDC and niare likely
Group credentials we will go through the steps.

1. From the Manage Single Sign-On page, chooseManage Account Information for an
Enterprise Application Definition.

2. Select theRequired Enterprise Application Definition
Definition field.

3. Enter the Group Account Name for the Group you intend to set the credentials for. In this
example | am using TRAINSBYDAVS&ales.

from Enterprise Application



4. Click theSetbutton

Central Administration > Qperations > Manage 5ingle Sign-0On > Manage Account Information for an Enterprise Application Definition

Manage Account Information for an Enterprise Application Definition

Use this page to enter or change account information for enterprise application definitions.
# Indicates & required field

Account Information Enterprise application definition:

Enter the name of the enterprise application definition and type the IAdVEﬂtUFEWDrkS ~|
account name that you want to change.

Group account name: *
[TRAINSEYDAVE\sales
Example: DOMAIN\group name

Enterprise Application Definition ol Update account information
Click the change you want to make for this account.

{7 Delete stored credentials for this account from this enterprise application
definition

{7 Delete stored credentials for this account from all enterprise application definitions

5. You will be taken to a page where you can provide the username and password for the
acount that will access the data source.

6. ClickOK.

CREATINGTHE BDCAPPLICATIONDEFINITIONFILE
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