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Scenario

The scenario that this whitepapaddressess where an organization currenthas a single SharePoint
server with aseparate SQL servand there may be several reasons why you would want to add additional
servers to your farm. The first is that the current single server is not performing well enough due to high
concurrent connections and IIS not being able to keep ifp iequests. The second could be that you wish
to separate some of the services across multiple servers like &&ogates, document conversisarvice

or search and another option could be multiple servers for resiliefiicere ae many reasons why you

may wantto add additional servermmito your farm and this paper will show you how. | will be adding two
new servers into the farm and both will become web servers facing the users with the existing SharePoint
Server becoming the middle tier Applicatiom&sr that may users do not connect to. because | have two
web servers | will want to have resilience so that if one web server becomes unavailable the user
connections will all be directed through the second web server and therefore | will configure ithi bu
Network Load Balancing included with Windows Server although you can use any compatible load
balancing solution be it software or hardware.



ServerConfiguration

Theserver topologythat this guideuses as its starting point & follows

Server Name | Role Products Installed

DC1Exch Domain Controller Windows 8rver 2008SP1(64-bit)
DNS Server
Exchange 2007 Server

SQL Database server Windows Server 2008 SP1 {i6i)

SQL 2005 K64 bit)

MOSSAPP SharePoint Server (Application sercerrently | Windows Server 2008 (&sit)
configuredwith Index Search service and Exce SharePoint Server Enterpriég bit)
services started).

MOS& SharePoint Server Web front End Server Windows Server 2008 (édit)
Note - SharePoint not yet installed SharePoint Server Enterprig@bit)
Microsoft Network Loadbalancing server ( not
yet configured )

MOSS3 SharePoint Servaieb front End Server Windows ServeR008(64-bit)
Note - SharePoint not yet installed SharePoint Server Enterprig@bit)
Microsoft Network Load balancing server ( not
yet configured )

XPCLIENT Client Windows XP Pro (3&it) with Office

2007 Enterprise

** Important Note **

You should configure your servers with two network cards that will take part in the Network Load
Balanced Cluster for the real world. One Network Card will connect to the private Lan that has the
servers and the second network card will connect to the Utan. The Network Load Balanced Cluster
will be configured against the Network Card on the User Lan.
In testing you can use a single network card however.
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This paper uses the internal domain hame configured for the Active Directory is trainsbydave.oomill Yo
need to replace trainsbydave.com with your own testing domain name.

The diagram below shows the environment at the start of the process:

Root DC / Exchange

(=7

SQL

Moss App

| currently have the following Web Applications created and which serveratepeing accessed on by

the users. Also shown is the planned location where the users will access the collaboration resources afte

bringing in the new Web Servers.

Web Initial Planned | Description
Application Location | Location
My Site MOS@PP | MOSS 2 | Hosting the My Siteollections for this environmenDNS
MOSS 3 | currently shows mysite.trainsbydave.com pointing to
MOSSAP| MossApp After the configuration changes this web
application will only be accessed via the two web servers.
Corp MOS@PP | MOSS 2 | Toplevel site created from the Collaboration portal site
MOSS 3 | template that can be accessed using corp.trainsbydave.col
MOSSAPI DNS currently has this URL pointing to MossAfer the
configuration changes this web application will only be
accessedia the two web servers.
SharePoint MOSSAPP| MOSSAPI Site Collection created when SharePoint Server first install
Central Currently accessd from MossApp
Administration
v3
SSP1 MOSSAPP| MOS2 Web application used to host the SSP Administration site
MOSS3 | collection.All Web front ends will host the SSP Web App.




The diagram below shows the environment we aim to get to by the end of this white paper.
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As | have explained the purpose of this whitepaper is to demo how to scale out so | am assuming you hav
alreadyinstalled and configured your first SharePoint Server. In my case the SharePoint server already
setup and configured is called MossApp

Additional resourceg;See the section at the end of this document

Troubleshootingg See the section at the end of theocument

Let's get started.



Taskl ¢ The current environment in central Administration

1. Go to Central AdministrationOperations and click Servers in farm. Note that you current servers
used are listed and we only have one SharePoint Server usingrvégin.0.6219. This indicates |
am running on Service Patlof SharePoint.

Note- Penny Coventry ( MVP ) has written a blog post that lists all the versio
numbers used by SharePoint as you apply service packs and hot fixes. you can

here- http://mindsharpblo gs.com/penny/articles/481.as

Central Administration > Operations > Servers in Farm

Servers in Farm

Farm Information
\Version: 12.0.0.6219
Configuration database server: SQL

Configuration database name: SharePoint_Config

Server Services Running Version Remove Server
dciexch Windows SharePoint Services Outgoing E-Mail Remove Server
MOSSAPP Central Administration 12,0.0.6219 Remove Server

Excel Calculation Services

Office SharePoint Server Search

Windows SharePoint Services Help Search
Windows SharePoint Services Incoming E-Mail
Windows SharePoint Services Web Application

SQL Windows SharePoint Services Database Remove Server

2. Staying in central AdministratiorOperations click on Services on server. Notice that we can now
see each service that is currently active on the MossApp server. Currently the following services ar
showing as running :

a. CentralAdministration- started by default

b. Excel calculation Services

c. Office SharePoint server searctonfigured as both Index and Query role
d. Windows SharePoint Services help Search

e. Windows SharePoint Services incoming&il - started by default

f. Windows SharBoint Services Web Applicatiestarted by default


http://mindsharpblogs.com/penny/articles/481.aspx

Central Administration > Operations > Services on Server 6

Services on Server: MOSSAPP

Complete all steps below
[ Server: | MOSSAPP =
[ Select server role to display services you will need to start in the table below.

" Single Server or Web Server for small server farms  All services run on this server

(% Web Server for medium server farms Web application and Search Query services run on this server
" Search Indexing Search Indexing service runs on this server

" Excel Calculation Excel Calculation service runs on this server

" Custom Services you choose run on this server

[ Start services in the table below:

View: Configurable b
Service Comment Status Action
Document Conversions Launcher Service Stopped Start
Document Conversions Load Balancer Service Stopped Start
Excel Calculation Services Starte Stop
Office SharePoint Server Search Started Stop
Windows SharePoint Services Help Search Started Stop
Windows SharePoint Services Web Application Started Stop

& When finished, return to the Central Administration home page

3. Now let's confirm the DNS configuration. On your DNS server ( tasgythis is DC1Exch ) . We
need to confirm the current IBddresses that areonfigured for our SharePoint Web Applications.
a. Go toPrograms- Administrative ToolsDNS.
b. Expand Server Name
c. Forward Lookup Zones
d. trainsbyDave.com ( replace with your domain name )
e. Note the IP addresses that are being used for our SharePoint hosted Web Applications are
al pointing to the same IP as MossApp

I. MossApp is 10.0.0.3

ii. MySite is using 10.0.0.3

iii. Corp is using 10.0.0.3

& DNS Manager 1.
File Action View Help
e |20z EHmlaas
2 DNS Name | Type | Data
= i DC1EXCH A_" _msdcs
B ] Forward Lookup Zones ] _sites
_msdcs. trainsbydave.com i tep
iz ] _udp
| DomainDnsZones
. | ForestDnsZones
;] {same as parent folder) Start of Authority (SOA) [63], dclexch.trainsbydave. ..
J BoitdnDrsZonias ;I (same as parent folder) MName Server (NS) dclexch.trainsbydave.com.
_l ForestDnsZones Q (same as parent folder) Host (A) 10.0.0.1
| Reverse Lookup Zones ;| dclexch Host (A) 10.0.0.1
[7] Conditional Forwarders Emoss2 Host (4) 10.0.0.4
@ Global Logs Elmoss3 Host (4) 10.0.0.5
E]Mossapp Host (A) 10.0.0.3
Hsa Host (A) 10.0.0.2
] xpdlient Host (A) 10.0.0.6
Essp1 Host (A) 10.0.0.3
ﬂ mysite Host (A) 10.0.0.3
;I corp Host (A) 10.0.0.3




Task2 ¢ Configuring Microsoft Network Load balancing

Ok so now we have checked our current environniers gefs#arted with our scaling out part. There are
two ways that we could approach thisither one will work it is more dependent on what method you are
using in adding your new Moss servers. i.e. together or separate over time.

Two methodchoices:

1. As | have built my two Servers Moss2 and Moss3 | could now enable Network load balancing and test
before installing SharePoint Server on the boxes. This is my prefaretdod.

2. Maybe you are only going to install one additional SharePoint Server tegs#raccess tathe Web
Applications first , i.e. Corp and MySiémd once yoware happy then add theecond the Web front
End server and finally configure Network Load Balan@ng.to budget constraints you may not be
able to add your second web senfer several months.

| am going to use option 1 for this whitepaper as | have already built my two Windows Server 2008 boxes
that will host the two moss Web Servers. My two new servers are called Moss2 and KossBig

advantage of configuring and teisg Network Load Balancing first is that | can make sure that the Load
Balancing is working correctly before installing SharePoint. This way | know that if something is wrong aft:
installing SharePoint it is not a Load Balancing issue.

1. The first thing waneed to do is install the Network Load Balancing Manager tool. This is done by
adding a new feature on a server that is NOT one of the web servers. It is recommended that you
manage your Load Balanced Clusters from a server that is not a part of th8alaaded servers.

a. On your chosen servepen Server Managefrom Administration tools

b. Leftclick on Featuresind the Left click oAdd Feature

c. SelectNetwork Load Balancingnd clicknext and theninstall to finish the wizard
d. Repeat these steps on all Web Front End Servers. Moss2 & MossZaseny

Note ¢ In Windows Server 2008 you have to configure NLB vidN#tevork Load Balancing Manager
Tool you cannot manually configure it as with previous OS versions.

Add Features Wizard l‘J
ey Select Features
0 |
Select one or more features to nstal on this server,
Confirmation Features: Description:
Progress D @ Network L lancing (N1

I»

distributes traffic across severd
servers, using the TCP/IP networking

Mesuls

BITS Server protocol. NLB is particulary useful for
|| Connection M it ensuring that stateless applications,
Desktop Experiance such as Web servars running Internet

Information Services (I1S), are
scalableby addingadditional servers
as theload Increases.

4 | Message Queung
Mutpath 1/0

o o rcrs) i

Peer Name Resolution Protoco

Quaity Windows Audo Video Expenence



2. Launch the Network LoaBalancing Manager from Program#&dministrative Tools

) Administrative Tools ;I ——
5 Active Directory Domains and Trusts
[ Active Directory Sites and Services
: Active Directory Users and Computers
[Z ADsI Edit

o, Component Services RATTREE
e3 Computer M t
A puter Managemen EINR——
5 Data Sources (QDBC)
]
DMNS
& Computer
£ Event Viewer
_g Group Policy Management Network
‘:g Internet Information Services (I1S) 6.01
Qj Internet Information Services (I1S) Man .

@, isCsl Initiator
_-:-"Ln Local Security Palicy
@ Memaory Diagnostics Tool
< ‘Had Balancing Manager Help and Support
Relizbilitys=rd Performance Monitor
fg Security Configuration Wizard Run...
% Server Manager
o Services

Administrative Tools >

5] Share and Storage Management
5® Storage Explorer
System Configuration LI

1 Back

|

3. In the manageRight Clickon Network Load BalanceCluster and Clickew Cluster

=0l x|

File Cluster Host Options Help

Nety Cluster corfiguration for all known MLE clusters
Cluster name I Cluster IP address I Cluster IP subnet mask | Cluster mode
Log Entry | Date Time | Cluster Host | Description
0001 14/07/2008 14:39:15 LB Manager session started
0002 14/07/2008 143915 Loading locally bound instances
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4. In the host fieldenter the IP addressf the first serverto be in the Cluster. In my case this was for
Moss 2 and its IP address is 10.0.0.4. Téiek ConnectAfter a short time the Network cards
available for that server will be displayed. Ensure you ch¢bsgghlight) the network cardthat is
on theusers lan ClickNext

New Cluster : Connect x|

Connect to one host that is to be part of the new cluster and select the cluster inteface

Host:  [10.0.04 Connect |

r Connection status
Connected
Interfaces available for configuring a new cluster
Interface name Interface IP
Moss 2 User Lan 10.0.0.4
< Back Mext = Cancel | Help |

5. On the host parameters padeave the defaultsandclick next

MNew Cluster : Host Parameters ﬂ

Priority {unique host identffier): -

r Dedicated IF addresses
IP address | Subret mask |
10004 255000
Add... | Edit... | Remove
r Initial host state
Diefault state: Started ﬂ
I~ Retain suspended state after computer restarts

< Back Meat = Cancel Help
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On the cluster IP address page we now need to add the new IP address that will be used for the
cluster. This IP address will also be configured in DNS as the goinadirour SharePoint Web
Applications.

a. ClickAdd

b. Type thelP addressandsubnet maskor your chosen Cluster IP plus your IP 6 address if

enabled.

c. ClickOK

d. If you wish to add additional i&ddressegor use by the cluster then you can add them now.

e. ClickNext

Additional Informationg The new cluster IP address will actually be configured as a seq(
IP address on the Network card that was selected on the previous screen. IE the Use

ﬂ
The cluster IP addresses are shared by every member of the cluster for load balancing.
The first |IP address listed is considered the primary cluster P address and used for cluster
heartbeats.
Cluster IP addresses:
IP address | Subret mask |
add. | Edi. || Femeve |
x
—{* Add IPv4 address:
J Help |
Py4addess: | 10 .0 . 0 100
Subret mask: .0 .0 .0

— add 1PvE address:

IPvE address: I

=) Generate IRyE addresses:

™| Link-locall I Site-local [T Global

oK I Cancel




7. We now need to configure the Cluster parameters.
a. Ensure you have selected the Cluster IP address from the drop down list.
b. Type your fully qualified domain name for the cluster. In my setup | am using
corp.trainsbydave.com which is my URL for the Corp Web Application.
c. Now choose the Cluster Operation mod®u will choose based on the following criteria.
i. Select Unicast if you have more than one Network Card on your web servers. This is
telling the Network Load Balancer to listen only on the network card configured.
ii. Select Multicast if you have only a singktwork card on your web server or if you
have multiple network cards that are listening on the user lan. In my setup | am
choosing Multicast as | only have one network card in my test servers.

d. Click Next

New Cluster : Cluster Parameters

rCluster IP corfiguration
IP addre=s:

Subnet mask:
Full Intemet name:

Metwork address:

x|

10.0.0.100
(TRTRTRR AR

[255. 0 . 0 . 0

Icorp.hainsb;.-dave.cum

NN NN
Uof-Ua-U0-00-04

rCluster operation mode

" Unicast
{* Multicast

" IGMP mutticast

< Back Mead >

Cancel |

Help
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8. On the Port Ries pagewe need to add the port rules only for the penve wish to accept on the

Front End Servers.

a. Click Remove to delete the default rule

. Click Add

b
c. Changethe port range to only 80
d

. Set the Affinity to Single Fora Moss Farm Single

Affinity is needed for the sticky sessions instead of

using naaffinity which is used fostandardLoad

Balancing
e. Click OK
f. Click Finish

x|

Add/Edit Port Rule
r~Cluster IP address
| o Ma
~ Port range
Fom: [80 = To: [0 =
- Protocols
" TCP UDP (¢ Both
r~ Filtering mode
' Multiple host Affinity: € None % Single ¢ Network
(" Single host

" Disable this port range

Cancel I
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You will now return to the Network Load Balancer Manager whilst it configures the Web Server. Once
complete you will notice that a green box appears next to the server name.

#2 Network Load Balancing Manager -0l
File Cluster Host Options Help
E‘& eh\'ork Lod Balancing Clusters ., | Host configuration information for hosts in cluster corp trainsbydave.com (10.0.0.100)
E|" __cgir_d.:v.om (0..0.100_! Host (Interface) | Status | Dedicated IF address | Dedicated IP subnet mask |
=l wiass < Lserian) F=T 11055 2(Moss 2 User Lan) Comverged 10.0.0.4 255.0.0.0
« [ »]4] I I
Log Entry | Date Time | Cluster | Host | Description
ool 14/07/2008  14:35:15 MLE Manager session started
ooz 14/07/2008  14:39:15 Loading locally bound instances
0003 14/07/2008  14:50:55 10.0.0.100 MOS52 Begin configuration change
o4 14/07/2008 145107 10.0.0.100 MO552 Waiting for pending operation 2
0005 14/07/2008 14:53:58 10.0.0.100 MO552 Update 2 succeeded [double click for details...]
0006 14/07/2008  14:53:58 10,0.0,100 MO552 End configuration change
| i
v

Now we need to add the second web server to the cluster.
9. Rightclick on the domain name and then left clickét RR K2 aid G2 Of dza i SND

_loix

File Cluster Host Options Help

EIEE Network Load Balancing Clusters Host configuration information for hosts in cluster comp trainsbydave.com (10.0.0.100)
E- cnrpltaihﬂha e O e [ B B T T

: ;I,‘dd Host To Cluster Host {Interface) I Status I Dedicated IP address I Dedicated |F subnet mask
“*Delete e [EJ0552Moss 2 User Lan) ~ Corverged 10004 255.0.0.0

Cluster Properties

Refresh

Remove From View

Control Hosts r
Control Ports. ..




13

10.In the host field boxadd the IP addressf the second web server. In my case this is 10.0.0.5 . Click
Connectandselect the Network Interface cardf the User LanClickNext.

¢_, Network Load Balancing Manager ] 4
File Cluster Host Options Help

E‘Q?g Metwark Loac Balancing Clusters Host corfiguration information for hosts in cluster comp trainsbydave.com (10.0.0.100)
E"ﬁ NS Host (Interface) | Status | Cedicated IF address | Dedicated |F subnst mask I

- §=8 MOS52(Moss 2 User Lan) Py 7 2
prioss s tan) = 110552{Moss 2 User Lan) Convergsd 10.0.0.4 255.0.0.0

Add Host to Cluster : Connect x|

Connect to the host that is to be added to the existing cluster

Host: 10.0.05 Connect |

r~ Connection status
Connected
Interfaces available for corfiguring the cluster
Interface name Interface IP
Moss 3 user Lan 10005
| i i
Log Entry | Date Time
0001 14/07/2008  14:3¢
ooo2 14/07/2008  14:3¢
0003 14/07/2008  14:50
0004 14/07/2008 1451
0005 14/07/2008 14153
D005 1407/2008  14:5: cgack [ Net> ]| Canco FED
< | ]
v

11.0n the host parameters screen accept the defaults and click Next.

* ** Notice that the Priority ( Unique host identifier ) is now set to 2 whereas the first ip added was set
to 1. The great thing about the Network Load Balancer Manager istthata configures these
parameters***

Add Host to Cluster : Host Parameters x|

Priarity funique host idertifier: -

 Dedicated IP addresses
|IP address | Subnet mask
10.0.0.5 255000

Add... | Edit... | Remove

r Initial host state
Diefauk state: Started j

[~ Retain suspended state after computer restarts

< Back Meat = Cancel Help
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12.You will now be returned to the Network Load Balancing Manager page whilst it configures the
second web server. After a short time you will get the two green boxes signifying that the cluster is
now ready with twoservers. ** Note ** you may have to refresh the page to get the final status.

=10l x|

File Cluster Host Options Help

E'ﬁ Et'"'-":'rk L':"j Balancing Clusters « | Host corfiguration information for hosts in cluster corp trainsbydave.com (10.0.0.100)
=5 cor_.dm-'.om {0..0.100_! Host {Interface) | Status | Dedicated IP address | Dedicated IP subnet mask |
| ioae et 2 oo Loy MOSS2{Moss 2 UserLan) ~ Converged 0.0.04 255.0.0.0
: e ’ B 10553(Moss 3 user Lan) Converged 10.0.0.5 255.0.0.0
4| [+ ] I 2
Log Entry | Date Time | Cluster | Host | Description ;I
003 14/07/2008  14:50:55 10.0.0. 100 MO552 Begin configuration change
0004 14/07/2008 145107 10.0.0, 100 MO552 Waiting for pending operation 2
0oos 14/07/2008  14:53:58 10.0.0, 100 MO552 Update 2 succeeded [double click for details,..]
000s 14/07/2008 145358 10.0.0. 100 MO552 End configuration change
Q007 14/07/2008  14:5%:52 10.0.0, 100 MO553 Begin configuration change
aoos 14/07/2008 1%:00:04 10.0.0. 100 MOS553 Waiting for pending operation 2
00s 14/07/2008  15:02:55 10.0.0, 100 MOS53 Update 2 succeeded [double dick for details...]
0010 14/07/2008  1%:02:55 10.0.0, 100 MOS553 End configuration change =
1| | 3
v

This concludes the configuration of the Network Load Balanced cluster, you can however return to
this manager tool to add, change or manage this cluster and other clusters.

The next task is to test the Clustered Load Balance and also go into DNS and update the entries fc
our host names so that both corp.trainsbydave.com and mysites.trainsbyaswenoint to the new
clustered IRf 10.0.0.100.
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Task 3¢ Configuring DN&nd Testing the Network Load Balanced Web Servers

Now that we have the twaveb servers configured as a load balance | now want to test that they work for
both the clustered IP address of 10.0.0.100 and also that the SharePoint Web Applications can resolve
corp.trainsbydave.com and mysite.trainsbydave.com to 10.0.0.100 instead of the existing MossApp serve
The final test is to make sure if one of the web servers fail then all new connections will be directed to the
web server still working.

CA N& (onfiguedDRE O

1.
2.
3.

o gk

7.

Go to you DNS server and open the DNS manager from Administrator¢ToNS

Expand Server NanggForward Lookup Zonesyour domain name ( in my case trainsbydave.com )
Double click the entry for your corp web app and change the IP adttrd€s0.0.100. In my case |
am using static A records however if your company uses Aliases you will need to edit the alias
record for corp. My recommendation is to use A records for SharePoint Web Applications.

Click OK

Now do the same for the MySite DNSIry.

Close the DNS manager.

Open a Command Prompt

8. Typeping 10.0.0.10@&nd press enteryou should get 4epliesfrom the clustered IP address.

FF b20S Ffrp !0 GKAA adl3sS ¢S R2y Qi
responded to this ping , ale know is that one of the servers is responding g
we would not have got a successful reply. If we were getting a request failg
then we know at this stage that the Network Load Balanced Clustet is
configured correctly




