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This ‘How to’ guide will take you through installing and configuring your MOSS2007 environment for
libraries to receive incoming e-mail using an e-mail address using Exchange 2007.

My server topology for this guide was as follows

Server Name Role Products Installed

DC Domain Controller Windows server 2003 SP1
DNS Server

MAIL Mail Server Exchange 2007 Enterprise

SQL Database server SQL 2005 SP1

MOSS2007 MOSS2007 Server MOSS2007 Enterprise

My internal domain name configured for the Active Directory is trainsbydave.com
You will need to replace trainsbydave.com with your own testing domain name

Troubleshooting — See the section at the end of the document

** updated April 2007 **

** updated July 2007 **

** updated November 2007 **

**ypdated May 2008 **




Step 1 — Let’s get the Active Directory Ready.

When you E-Mail enable a library in a site it will create a new contact in the OU we specify for the AD.
Therefore it makes sense to have an OU dedicated to MOSS2007 list e-mail addresses.

Note 1 — It is the account configured as the SharePoint Central Administration Application Pool
in IIS that created the contact object in Active Directory, make sure this account his write
access to the OU.

Note 2 — Even though the objects are going to be created in the active directory they will now
be managed in the Exchange management console. This is a significant change from Exchange
2003 where objects were managed in AD only. If you are using Exchange 2003 please refer to
my previous white paper on configuring incoming e-mail with Exchange 2003 which can be
found here — http://www.combined-knowledge.com/downloads%202007.htm

On a Domain Controller Open Active Directory Users and Computers in the administration tools and create
a new Organizational Unit under your main domain name. In my case | used the OU name sharepointdl in
the domain trainsbydave.com

l@ Active Directory Users and Computers [rootde. trainsbydave, com]
-] Saved Queries
El@ krainsbydave,.com

[ Builtin

----- I:l Computers

----- [&5] Domain Contrallers

I:l ForeigngecurityPrincipals

----- (&3] sharepoint Users

At this point we can new delegate control to the Central Administration Application Pool account to have
Write access to the OU.

£# Active Directory Users and Computers

@ File Action Miew dindow  Help

= | BE R XTFRBE 2 eifavgo

@ Active Directory Users and Computer | SharePointdl 0 objects

I:l Saved Queties Mame T [Des
El--@ trainsbydawe.com
-1 Builtin
-] Computers

----- {&5] Domain Controllers

I:l Foreignaecurity Principals

----- @ SharePaoint Service Accounks

I:l sers

Delegate Contral. ..



http://www.combined-knowledge.com/downloads%202007.htm

2. Click Next on the Wizard

3. Click Add to select the Central Admin Service Account from AD

Delegation of Control Wizard

Users or Groups
Select one or more uzers or groups to whom vou want to delegate control,

x|

2

Selected uzers and groups:

[ & 5PAdmin [SPAdmin@tainsbydave. com]

Add... Bemove

< Back Cancel |
4. Click Next
5. Tick ‘Create a Custom Task to Delegate’
6. Click Next

Delegation of Control Wizard

Tasks to Delegate
Y'ou can zelect common tasks or customize your o,

" Delegate the following common tasks:

O tadify the membership of a group ;I
[ tanage Group Policy links

[ Generate Resultant Set of Policy [Flanning]

[ Generate Resultant Set of Policy [Logging]

O Create. delete, and manage inetdrgPerson accounts

[ Reset inetdrgPerson passwords and force password change at ne...

[ Eead all inetQrgPerzon infarmation

¥ iCreate a custom tazk to delegate

¢ Back I Hewt > I

Cancel




7. Accept the default setting for the next page

8. Click next
Delegation of Control Wizard x|
Active Directory Object Type
Indicate the zocope of the tazk pou want to delegate.

Delegate contral af:

% This folder, existing objects in this folder, and creation of new objects in this folder

” Only the following objects in the folder:

O * chiects H
O account objects

O aC5Resourcelimits objscts

[ 4DC Connection &greement objscts

[ ADC Schema Map Policy ohjects

O &DC Service objscts j

[T Create selected objects in thiz folder

[T | Delete zelectad objects it this falder

< Back I Hent » I Cancel

9. In the permissions box select Read, Write & Create All Child Objects
10. Click Next
11. Click Finish

Delegation of Control Wizard x|

Permizzions
Select the permiszions pou want to delegate.

Show these permizsians:

¥ General
¥ Property-specific
¥ Creation/deletion of specific child objects

Fermizzions:

O Full Cantral ﬂ
Read

Write

Create All Child Objects

Delete All Child Objects

Read All Properties j

IO0REE

< Back I Hewt > I Cancel |




Add an MX record in DNS for the Moss Server.

On the domain controller open DNS manager in the administrator tools. In DNS manager right click on your
domain name and create a new MX record for your Moss server — moss2007, and point it to your moss
server.

le. moss2007.trainsbydave.com

See Picture example on the next page

. dnsmgmt - [DNS'ROOTDC, Forware

,E_] File  Action  Wew  Window  Help

c»|aEXFRNB(2(5 A

1 DMS | Freaimchudzua ~arm 18 vammedish
= B ROOTDC New Resource Record d |

=1-_1 Farward Lookup Zones

-2 _msdcs.trainsbydave, com
EI brainsteydave. cam

- _msdcs

Mail Exchanger () |

Host or child domain:
I moss2007

_sites

D fep By default, DN uses the parent domain name when creating a Mail

Cl _udp Exchange record. You can specify a host or child name, but in most

-2 DomainDnsZones deployments, the above field is left blank. brainsbydave. ...

l:l ForestDnsZones
-1 Reverse Lookup Zones
EEI--@ Event Viewer

Fully qualified daomain name (FODR: ydave.com.

I moss2007 trainsbwdave, com,

Fully qualified domain name (FODM) of mail server:

I moss2007 trainsbyvdave, com Browse. .. |

Mail server priority:

E

K I Zancel

« [ 2]

** The reason why we must have this DNS entry is to ensure that we can resolve the e-mail domain
name to the Moss server once the E-mail is received by your mail server. What happens is that the
mail is received by the Exchange 2007 mail system. The mail system now needs to know where to send
the mail with an address of xyz@moss.trainsbydave.com. It will do a lookup on the directory of mail
addresses used by Exchange 2007 in order to resolve the name. Once it has found the matching e-mail
address for the object it will either send the mail to the object held on the Exchange server such as a
mailbox or it will forward to another mail server if configured in a SMTP send connector that
matches the address space.

In our case we will need to make sure that the incoming mail for Moss lists is forwarded to the Moss
server that has the SMTP service installed and for that we will need a DNS entry as well as an SMTP
send connector in Exchange. We will cover creating an SMTP send connector later in this whitepaper.



mailto:xyz@moss.trainsbydave.com

Step 2 — install the SMTP service on the MOSS 2007 Server

A) Add/Remove Programs, Windows Components, Application Server, 1S, SMTP Service

Windows Components Wizard = x|
Windows Components Sl
You can add or remove components of Windows. H@
o e x|
Toaddorr

part of the LEEEEER [nternet Information Services (11S) 5]

Details. of the comp
To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Componen  Subcompor

Subcomponents of Intemet Information Services (11S):

[] & FrontPage 2002 Server Extensions 141MB 4]
“ﬁ] Internet Information Services Manager 1.3MB
[ 6 Intemet Printing 0.0MB
. ] &ZNNTP Service 1.0MB
DsE0pbn = SMTP Service 12MB
Totalidisky o o8 World Wide Web Service 8.0MB
Description: v

Space ava

3 Description:  Includes support for throttling and restarting data transfers, and a BITS
Total disk 5) management console extension.
Space avail

Total disk space required: 3.0MB Details... I

Space available on disk: 144129 ME

B) Configure SMTP Server to except relaying from the domain exchange server
a. Start, Administrative Tools, Internet Information Services
b. Right click on Properties of Default SMTP Virtual Server
c. Click the Access Tab, Relay. Add the IP address of the servers that can relay through this
server. In my case this was the IP address of the Exchange server in my domain
d. Click Ok, Ok, and Apply

T Internet Information Services {I15) Manager -8l x|

‘:! File  Action Wiew Window Help |;|i|5|
w2 | EmE DB @y moa
?:l Internet Information Services [ arne |
E---i! MOS52007 (local computer) Darnains
@#--__| Application Pools € Current Sessions

_1 Weh Sites
1 Web Service Extensions 21|
2 Default SMTP Virtual Server
: Damains

.- Current Sessions

General Access | Messagesl Deliver_l,ll LDAP Houtingl Sec:urit_\.ll

Access control
’V E dit the authentication methods for this Authentication. . |
resource.
Relay Restrictions x|

Select which computer may relay through this virtual server:

& Only the lizt below Hlions Certificate |
f is —

4l except the list below

Computers: Communication;.. |

Access | IP Address [Maszk] /£ Domain Mame
] 10.0.0.1
I8 Using Connection... |
ames.
e-mail Felay... |
Add... | Bemove I

W Allow all computers which successfully authenticate to relay, regardless
of the list above. cel | Ll | Help |

Ok I Cancel Help I




OK so we now have an SMTP service running on the MOSS2007 server. We now need to configure
the incoming e-mail settings on the MOSS 2007 server.

Step 2 — Configuring incoming e-mail settings in central administration

Open MOSS2007 Central Administration and click on the Operations Tab

Central Adrinistration

% Central Administration

Home | Operations | Application Management

Welcome System Account ~ | @

FJ ite Action »a

Central Adminiskration = Operations

Operations

Server Farm

v . v This page contains links to pages that help vou manage yvour server of server Farm, such as changing the server Farm topology, specifying which services are running on each
! Configuration Y server, and changing settings that affect mulkiple servers or applications.
Not Complete

See administratar task lisk Topology and Services Global Configuration
for mare information & Servers in Farm & Timer job status

Wiew Al Sike Content B Services on server a Timer job definitions

Central
Administration

8 Masker site directory settings
@ Incoming e-mail settings @ Site directory links scan
® Operations 8 AppfoverejEct dethbution groups o Alernate access mappings
- If'ﬂlgpnl‘iac;;EZnt 8 Quiesce Farm

Security Configuration o [Manage Farm Features
Shared Services

Administration B Service accounts @ Solution management
_ o Information Rights Management

& Recycle Bin

- B Antivirus Backup and Restore

o Elocked file tvpes o Perform a backup

o Update Farr adrinistrator's group o Backup and restora hiskary

o Information managemeank policy configuration o Restore from backup

8 Manage settings for single sign-on 8 Backup and restare job stakus

Click Incoming E-Mail

On the incoming mail page we are now going to configure the page to use the Directory Management

Service and configure this service to use the Organizational unit that we created earlier in order to create the
new contact objects.

A) Click Yes to enable incoming mail and the settings mode on Automatic

Central Adminiskration = Operations = Incoming E-Mail Setkings

Configure Incoming E-Mail Settings

Use this page to change the e-mail settings For this server, You can enable or disable incoming e-mail, specify e-mail options, and configure the Microsoft SharePoint Direckary
Management Web Service, Learn about enabling and confiquring incoming e-mail.

oK Cancel

Enable Incoming E-Mail Enable sites on this server to receive e-mail?

If enabled, SharePoint sites can receive e-mail and store incoming @ ves O
rmessages in lisks, Sites, lists, and groups will need to be configured

individually with their own e-mail addresses, Settings mode;

In automatic mode, all required settings are retrieved automatically, ' Automatic
Advanced mode is necessary anly if vou are nok using the SMTF service ™ advanced

ko receive incoming e-mail, Wwhen using advanced mode, wou need to
specify the e-mail drop Folder,



If you select Advanced you are given the opportunity at the bottom of this page to specify which
folder location will be used for the incoming mail drop folder. By default the drop folder will be the
one used by the SMTP service which is located at C:\InetPub\Mailroot\Drop

Once mail is sent to this drop folder by the SMTP mail flow process then it is the responsibility of the
SharePoint Timer Service to pick the mail up and distribute it to the correct List or Library.

B) In the Directory Management Service (DirMan) section select Yes to use the DirMan service.

1. Inthe Active Directory Field type the name of your Organizational unit that we created earlier. In
my case this would be OU=sharepointdl,DC=trainsbydave,DC=com.

2. Inthe SMTP mail server field type the name of your moss server tat has the SMTP server installed.
In my case this was the moss2007 server so the mail server address is moss2007.trainsbydave.com

3. Leave the default to Yes for Accepting messages from authenticated users only if you wish to use

incoming mail for trusted senders only.

Note - If you are sending mail to the Moss Server from multiple locations and various account types then
you may be need to enable No for incoming mail to work.

Allow Creation of distribution groups. If you want to allow Site Administrators to create E-Mail enabled
distribution groups in Active Directory for their Site Groups then leave the default to yes and then select the
approval setting for the DirMan service. By using approval the Site Administrator may be able to create a
mail address for the Site Group but until a farm Administrator approves the new group it will not be created

in AD.

To Approve the Site Groups mail enabled distribution group go the SharePoint Central Administration —
Operations — Topology and Services — Approve/ Reject Distribution Groups.

Directory Management Service

The Microsoft SharePoint Directory Management Service connecks
SharePoint sites to wour organization's user direckory in order ko provide
enhanced e-mail Features. This service provides support For the creation
and management of e-mail distribution groups From SharePoink sikes,
This service also creates conkacks in wour organization's user direckary
allowing people to find e-mail enabled SharePaint lisks in their address
book,

To use the Directory Management Service vou need to provide the
sharePoint Central Administration application pool account wikh wrike
access ko the container you specify in the Active Directary,
Alternatively vou can configure this server Farm ko use a remote
SharePaint Direckary Management Web Service.

|Jse the SharePoint Direckory Management Service to create distribution groups and contacks?
 Ha
% g
' Use remote

Active Direckory container where new distribution groups and conkacts will be created:

|OLI=share|:|u:uintdI,DC=trainsbydave,DC
For example, DU=ContainerMame, DiZ=domain, DiC=com

SMTP mail server For incoming mail:

IMOSS2DD?|.trainsbydave LCOrm
For example, server sharepoint, example, com

Accepk messages from authenticated users only?
®yes o
Bllowy creation of distribution groups From SharePoint sites?
e Ol
Distribution group request approval settings
¥ Create new distribution group
- Change distribution group e-mail address
- Change distribution group title and description
¥ Delste distribution group



Type the name of the mail domain that you wish to use with all new List or Libraries that are mail enabled
in SharePoint sites associated with this SharePoint Farm. IE @moss2007.trainsbydave.com or
@trainsbydave.com.

In my case | have used moss2007.trainsbydave.com which means when the contact object is created in
Active Directory it will have a default SMTP alias of contact@moss2007.trainsbydave.com. However
depending on how your mail routing is configured you may need to add the local SMTP address for the
domain to the contact after the object is created is created in active Directory.

See later in this White Paper to see how to do this.

Finally choose which mail servers are allowed to route mail through this server. If you have a dedicated
SMTP routing server in your organization then you could secure the mail traffic by specifying only the IP
address here of your internal server. If you are not sure then the default to accept from all mail servers or
speak with your mail server Admin.

Then Click OK
Incoming E-Mail Server Display Address E-mail server display address:
Specify the e-mail server address that will be displaved in \Web i@ |m0552DD? trainsbydave,com
pages when users create an incoming e-mail address For a site, =
list, or graup. For example, mylisti@example.com

This setting is often used in conjunction with the Microsoft
SharePoink Directory Management Web Service ko provide a
more friendly e-mail server address for users ko kype,

Safe E-Mail Servers

r"' N . r
Specify whether o restrick the set of e-mail servers that can suezzg il [ all el siaye s

rouke mail directly to this server Farm, This setting can help [0 Accept mail From these safe e-mail servers;
ensure the authenticity of e-mail stored in SharePoint sites, 10.0.02 d

[~

(a4 I Canicel |
**You must use an IP address if using safe e-mail servers. FQDN names will give you the following error.

Go back to site

Error

The IP address list is in an invalid format. Please enter one IP address per line, in the format "11.22.33.44" or "11.22.33.44, 255.255.0.0",

Troubleshoot issues with Windows SharePaint Services.

If after clicking OK you receive ‘ERROR IN APPLICATION’

This is usually caused by a permissions error. Check the troubleshooting section at the end of the
white paper for some suggested things to check. You may also need to check the logs of your moss
servers, active directory and exchange though to try and track down the exact cause of the
permissions error.

You may also get an error due to an incorrect location or typed mistake for the Organizational Unit




Step 3 — Creating a mail enabled document library in a team site

Now we have configured the Central administration side in MOSS 2007 we can create a new list and
configure it to accept incoming e-mail. In my example | am going to create a document library and mail

enable it to receive incoming mail.

I am going to call this document library fanmail as it will receive incoming mail messages sent to
fanmail@moss2007.trainsbydave.com.

Browse to your team site and create a new library. — new document library
When creating the document library select “Yes’ for enable this document library to receive e-mail.
Add the e-mail address we are going to use in this case fanmail

Click Create

Mame and Description

Tvpe a new name as yvou wank it to appear
in hieadings and links throughout the site,
Type descriptive text that will help site
wisitars use this document library,

Mavigation

Specify whether a link to this document
library appears in the Quick Launch,

Incoming E-Mail

apecify whether to allows items to be added
ko this document library through e-mail,
IUsers can send e-mail messages direckly bo
the document library by using the e-mail
address wau specify.

Marne:
fanrmail
De=scripkion:
=
=

. Displaw this document library on the Quick Launchy
% vyes Mo

Allow this dacument library b receive e-mail?

% yes Mo

E-mail address:

|fanmai|| @moss2007 trainsbydave. com



Set the email settings for the document library in the team site

Although we have mail enabled the library there are still a few settings that we need to decide on for the

mail sent to this library.

1. Open the document library we have just created
2. Click Settings — document library settings
3. Under Communication Settings click E-Mail Settings

The settings in the library are all optional but for my test | am going to save all the attachments in the library

plus I am going to keep a copy of the mail message in the library as well.

4. Inthe E-Mail Message Section Select Yes for save original e-mail
5. In the E-Mail Security section Select Yes to Accept e-mail messages from any sender

6. Click OK

If you choose to use the document library permissions for e-mail then only senders with
add rights to the library can send mail to the library.

Carp Site = Sites = HR = Fanmail = Settings = Incoming E-Mail Settings

Incoming E-Mail Settings: fanmail

|Jse this page to change the e-mail settings of this document library, ¥ou can set the e-mail address Faor this dacument library, choose bo save o discard e-mail attachments, and set &

policy.

Incoming E-Mail

Specify whether to allov ikerms ko be added ko this document library through e-mail, Users can send
e-mail messages directly to the document library by using the e-mail address vou specify,

E-Mail Attachments

Specify whether to group attachments in Folders, and whether ko averwrite exisking Files with the
same name as incaning Files,

E-Mail Message

Specify whether to save the original .eml file For an incoming e-mail message.

E-Mail Meeting Invitations

Specify whether to save e-mailed neeting invikations in this document: library,

E-Mail Security

Use document library security For e-mail ko ensure that only users who can write to the document
library can send e-mail ko the document library,

Caution: If vou allow e-mail From any sender, wou are bypassing the security settings for the
document: library, This means that anyvone could send an e-mail bo the document library's address
and their ikem would be added. \With this option kurned on, vou are opening your document library
to spam ar ather urwanted e-mail messages,

Allow this document library ko receive -mail?
Mo

E-mail address:

¥ s

ffanmnail i@moss2007 trainsbydave.com
Group attachments in Folders?
{¥ Save all attachments in root falder
” Save all atkachments in Foldsrs grouped by e-mail subject
" Save all attachments in Folders grouped by e-mail sender

Creepwrite files with the same name?

Cies g

Save ariginal e-mail?

es O po

Save meeting invitations?

Ces g

E-rnail security policy:

& Accept e-mail messages based on document library permissions

% EECept e-mail Messages [rom any sender

Ok Cancel




Step 4 — Managing the contacts created in Active Directory

Shortly after the document library has been created and mail enabled a new contact should appear
automatically in the OU in Active Directory. This was the job of the directory management service to do
this. (DIRMAN)

-.? Active Directory Users and Computers ;Iilll
@ Fil=  Action Wiew ‘Window Help ‘;Iilil
& BmeFRE ReBava o
@ Active Directory Users and Computer: | sharepointdl 3 objects
D Sa\.fed Queries Marme | Type | Description | Live Cormruni
E" [ti‘_allnﬁsl:?;ldave.com E=kfanmail Contact

-

o & ijlpnuters EZfaxes Contack

suppart Contack

----- (€3] Domain Controllers

[:l ForeignaecurityPrincipals

----- [£5] sharepoint Users

Although the contact is in Active Directory we now need to go and manage the contact in Exchange 2007
and we also need to create the SMTP send routing connector in Exchange as well.

** In my testing environments you must always create a Send connector to the Moss server SMTP address
space in order for mail routing to work correctly from Exchange 2007 ***

Go to your Exchange 2007 Server and open the Exchange Management Console.

Click on Hub Management Transport

[+ _—‘_] Server Configuration

=] 2) Recipient Configuration
-1 Mailbox

----- ¥ Distribution Group

----- 2] Mail Contack

-8 Disconnected Mailbox
=8 Toolbax

e/
File  Ackion Wwiew Help
SEAISIEE
3 “:ims':'& Exchange & Hub Transport 1 object JEIEEE
EI---E?--EI;Q;H;EEEH Configuration Transport Bules | Journaling I Send Connectors I Edoe Subscriptions Hub Transport -
..... ls# Client dccess Fiemate D'omains Acocepted Domains I E-mail Address Policies 24 Mew Remate Da...
""" e LD Transport Mame = | Domain | &9 Mew Accepted D,
----- {27 Unified Messaging :’.__-3 Diefault [ .

=) Meww E-mail Addr...

|55 Mews Transport ...

i Mew Journal Rul...

2 Mew Send Conn, .,

Q-:_,] Mevs Edge Subsc...

Wigw 3
Refresh
@ Help
Default -
&5 Remave

Properties
B Help




Click on the Send Connectors Tab

In the right hand Actions column click ‘New send Connector’

Give your new connector and name and select the appropriate untended use. In my case this was for
internal connection use.

Click Next.

E:-u:hange Management Console _ | Dlﬁl

File  Action ‘Yiew Help
e » | Bm| 2m

£3 Microsoft Exchange B Hub Transport 0 objects JEEILE
[=l+{s2a| Organization Configuratian ; : : ;
& Mailbox Remote Domains I tccepted Domain: | E-mail Address Policies I Hub Transport -
-5 Client Access Transport Rules | Journaling Send Connectars | Edge Subscriptionz I 258 New Remate Do..,

-1 Hub Transport Name = | Gtatus |
-{a= Unified Messaging ] o
- & Server Canfiguration There are no items to show in this view, .;.; Mew E-mail &ddr...
2 Recipient Configuration
418 Mailbox

-4 Distribution Group
2] Mail Contact

-3 Disconnected Mailg . :l ’

=8 Toolbox

&8 New Accepked D,

[T
[0k

-
New SMTP Send Connector

O Introduction Introduction

This wizard helps you create a new SMTP Send connectar on the selected Exchange

Jhdd - - Rbvbihe A
s e zerver. To configure properties not zhown in thig wizard, in the Exchange kManagement

2 Metwark settings Congole, select the new cotnectar. Then, in the action pane, click Properties.
- Source Server Mame:

J Mew Connector |Moss

J Completion

Select the intended use for this Send connectar:
' ~

Description: Intemal Send connectors are used to send e-mail to servers in your Exchange
organization. Thiz connector will be configured to route e-mail to your interal E xchange
zervers 55 smart hosts,

We now need to add an Address space to tell the Exchange server about the Moss server. This address space
will be used by Exchange to route any mail received for the moss server addresses directly to the SMTP
service running on the Moss server configured for incoming mail.

Click add and complete the name to the Moss server configured to receive incoming mail.
Click OK to add the address Space entry
Then Click Next

** If you want to support multiple mail addresses on your Moss server then you can add multiple address
spaces here. **
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New SMTP Send Connector

1 Intraduction Address zpace
O Address space Specify the address space(s] to which this connectar will route mail
J Metwork settings Eﬂg Add
2 Source Server e | Type |

2 Mew Connector

2 Completion

Add Address Space x|

Domain:
Imoss2DD?.tranbydave.cnrrl

[ Include all subdomains

] I Cancel

Help | < Back | Mest » I Cancel |

Now we need to add the IP address or Fully Qualified domain name of the smart host to receive this address
space. This will be the IP address of the Moss server.

Add the address and Click OK

Then click Next

—

New SMTP Send Connector

[ Intraduction Metwork zettings
B Address space Select how to send mail with this connector:
O Metwork settings £ Use domain name spstem [DNS) "M records to route mail automatically
| Source Server % Route mail through the following smart hosts:
J Mew Connector EE:ZI Add Edit
- Lomp =i Smart hast |
Add smart host x|
& |P Addiess:
| 10 . 0 . o . 4

Example; 192.168.10.10

™ Fully qualified domain name [FADM];

Example: zmarthost company. com

ok I Cancel

[T Use the External DNS Lookup settings on the transport server

Help | < Back | Mext » I Cancel




If you wish to further secure communication between Exchange and the Moss SMTP server then you can
configure additional security. By default you should select ‘None’

New SMTP Send Connector

—— b
I Introduction Configure smart host authentication settings
[ Address space IS

B3 Network settings (" Basic Authentication

Configure smart I~ Basic Authentication over TLS
host authenticatio...
User name:

| Source Server I

- New Connector

- Completion

Note: all smart hosts must accept the same user name and password.

" Exchange Server Authentication

" Extemally Secured (for example, with |Psec).

Help | < Back I Next > I Cancel |

On the next screen you can choose an additional Hub transport server if you have more than one Exchange
server handling mail routing. In our case it is the default Exchange server.

Click Next
Check the Summary page and then click ‘New’ to continue.
Click Finish.
] Y New SMTP Send Connector
[ Introduction New Connector

I Address space The wizard will use the configuration below. Click New to continue.

B Network settings Configuration Summary:

Configure smart .
5 host authenticatio... 2y o= i‘

Name: Moss

[ Source Server Usage: Internal
Address spaces:

moss2007 tranbydave.com - Domain
. Completion Smart hosts:

[10.0.0.4]
Smart host authentication: None
Source Servers:

MalL

[ New Connector

Select Ctrl+C to copy the contents of this page.

Help | < Back | New Cancel




Let’s now look at the contact created in the Exchange management console

Go to Recipient Configuration

Click mail Contact

Find the SharePoint library contact object select it and click properties
Then click E-mail addresses

-10] x|
File  Action Aiew Help

&= | Em @

&3 Micrasoft Exchange BH mail Contact - trainsbydave.com 4 objects gEECLE

[=]+aea) Crganization Configuration B E} e Pl Mail Contact ~

----- {4y Mailba
----- |5 Client Access E} Modify the Mazi...

Dis
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Alternatively waiting for a short time will usually
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Testing the solution

Let’s open Outlook now as a client and send a mail to fanmail address and follow its progress to appearing
the document library
In my testing |1 am using Outlook web access rather than Outlook but the result is the same.
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After sending the mail you can monitor the C:\Inetpub\mailroot\drop folder to see when WSS picks up the
message.

Make sure that the SP Timer service is running on the MOSS2007 server as this server will be responsible
for taking the mail from the Drop folder and putting it in the Document library.
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After a short time the mail will appear in the drop folder configured earlier in Central administration —
operations — incoming e-mail settings
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Finally once the SPTimer service picks up the message it will disappear from the drop folder and the item

will be created in the list.
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Thanks to Chris Jones for this

tip

Ensure that the SPTimer Service account can also delete objects from the chosen drop folder
location. If it cannot then you may find that you get duplicate E-Mails.




Troubleshooting

Thanks for this list also go to Todd Klindt http://www.toddklindt.com/blog/default.aspx ( SharePoint MVP )
Mat Chase , Chris Jones , Ben Torrey and others in the community for providing some of these
troubleshooting tips that helped them when they had problems in their own environments. This list does
not mean you need to do all of them; they are suggestions to try in case you run into problems. All
configurations are different and it is impossible for me to know how you have built your SharePoint up.

* Ensure that the Central Administration Application pool account and the SharePoint Timer Service
account are using the same service account. THIS ONE IS IMPORTANT. A lot of errors stem from these
accounts not being the same DOMAIN service account.

* Make sure the above account has access rights to all files on the server used by incoming mail such as
the sharepointemailws.asmx file on the Moss server that is receiving the incoming mails. Alternatively
make these accounts local administrators on the web servers receiving the incoming mail

* Make sure the app pool account for the web application you are trying to mail enable is running as the
MOSS Administrator account you are running Central Administration under.

* Grant rights to the OU you have created in AD to the app pool account you setup.

* Create a SMTP send connector in Exchange to deliver mail to machine.domain.name where your MOSS
SMTP service is running.

* Make sure the account that is running the SharePoint Timer Service has delete rights to the drop folder
or you will receive duplicate E-Mails

* When using Outlook 2003 may need to send the attachment as a Uuencode or Binhex format in order to
get the attachment listed separately in the List or Library. Also see this MS article for another workaround
for adding two attributes to the contact in AD
http://support.microsoft.com/default.aspx?scid=kb;en-us;926891

* If you have installed Forefront security for SharePoint then you may encounter a problem where the E-
Mail will arrive in the drop folder and then disappear without reaching the document library. This MS
article explains the way to fix this. http://support.microsoft.com/kb/934285

* If you have used permissions on the document library to control who can send the process is based on
the header of the E-Mail , it is then checked against the users who have rights to the list or library.

* If you see content in the document library that is assigned to the system account it means that the
document library has treated the incoming mail as an anonymous users due to not be able to resolve the
name in the list of users with rights to submit mail. You will have to allow the library to accept mail from all
senders to see this.

* When sending to a calendar list to be sent correctly send as a .vcf file from a new appointment or
meeting request in Outlook


http://www.toddklindt.com/blog/default.aspx
http://support.microsoft.com/default.aspx?scid=kb;en-us;926891
http://support.microsoft.com/kb/934285

Troubleshooting - continued

*If you try and setup a workflow on the mail as it arrives in the library and it fails make sure that the Timer
Service and the Central Admin Application pool account are using the same Domain service account.

* When supporting multiple SMTP domains make sure that you add these domains to the SMTP domains
in the SMTP settings on the Moss Server hosting the SMTP service. SharePoint can support external
domain names as long as the domains are supported by the mail routing topology and also the Moss
servers SMTP domain name listing.

I hope you found this article useful , please do feel free to send me comments and keep checking our web
site for more downloads on configuring some of the cool new features of Moss2007.
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